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The pa rty of the first pa rt, 
 
H otel 
(hereinafter, “the Data Controller” )   
  
  
AND  
 
The party of the second part,   
  
Tourisoft  Sàrl, with registered address at Route de Champ -Colin 18, CH-1260 Nyon Switzerland and represented 
herein by Mr Marco Baurdoux (hereinafter, “the Processor” )   
  
I. Object    
  
The object of these clauses is to define the conditions under which the Processor undertakes to process the 
personal data defined below on behalf of the Data Controller.    
  
As part of their contractual relationship, the parties hereby undertake to observe  the regulations in effect 
applicable to personal data processing and, in particular, Regulation (EU) 2016/679 of the European Parliament 
and of the Council of 27 April 2016, applicable as of 25 May 2018 (hereinafter, “the European Data Protection 
Regulati ons” ).   
  
II. Description of the Subcontracted Processing    
  
The Processor is hereby authorised to process the personal data necessary on behalf of the Data Controller to 
provide the following service(s):    

• Cha nnel-M a na gement H otel-Spider  
• W eb-B ooking-Engine Spider-B ooking  

   
The na ture of the da ta  processing sha ll be:   

• R eceipt  
• Stora ge  
• Tra nsfer to the hotel softwa re/hotel C R M   
• Log files for the pla tform H otel-Spider/Spider-B ooking  

   
The purpose of the processing sha ll be:  

• Centra lisa tion of the Da ta  Controller’s online hotel reserva tions  
• Possible tra nsfer to the Da ta  C ontroller’s interna l hotel softwa re  
• Possible tra nsfer to the Da ta  C ontroller’s C R M   
• Tra cea bility of tra nsa ctions via  the pla tform H otel-Spider/Spider-B ooking  
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The persona l da ta  processed sha ll be:  
• The Da ta  C ontroller’s customers  

o Gender 
o Given name   
o Surname   
o House/building number   
o Street   
o Postal code   
o City  
o Region / Province / County / Department /  District   
o Country   
o Telephone number   
o Mobile phone number   
o Fax number   
o Email address   
o Company name   
o IP address   
o Credit card details   

• The Data Controller’s employees   
o Company name   
o Gender  
o Given name   
o Surname   
o Position   
o Email:   
o Fixed/mobile telephone number   
o Language   

  
The data subject categories are  the Data Controller’s customers and the Data Controller’s or  the Processor’s 
employees.    
  
In order to perform the service object of this contract, the Data Controller shall make the following necessary 
information available to the Processor:   

• Written confirmation authorising the Processor to electronically recover hotel reservations sent to the 
Data Controller through hotel booking websites such as Booking.com, Expedia INC, etc.    
• The recovery of reservations via in tegration in the Spider -Booking  product on the Data Controller’s 
website   

  
III. Contract Term   
  
This contract shall be effective as of 25 May 2018, for a term equal to the service agreement connecting the 
Data Controller to the Processor.    
  
IV. Processor’s Obligations towards the Data Controller    
  
The Processor hereby undertakes to:    
1. process the data  exclusively for the sole purpose(s)  of the subcontracted object.    
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2. process the da ta  pursua nt to the Da ta  C ontroller’s documented instructions esta blished in the a nnex to this 
contra ct. If the Processor believes a ny of the instructions brea ches Europea n Da ta  Protection R egula tions or 
any other provision of EU or Member State law on data protection, it shall immediately inform  the Data 
Controll er. Moreover, if the Processor is required to transfer data to a third country or an international 
organisation in virtue of EU or the Member law to which it is subject, it must inform the Data Controller of such 
legal obligation before processing unless t he law concerned prohibits such information for significant reasons 
of public interest.    
3. guarantee the  confidentiality of the personal data under the scope of this contract.   
4. ensure the  people authorised to process the personal data  in virtue of thi s contract:    
 underta ke to respect the confidentiality  or a re subject to a n a ppropria te lega l confidentia lity obliga tion;   
 receive the necessa ry training  on persona l da ta  protection.   
5. considering the use of its tools, products, a pplica tions a nd services, observe the principles of data protection 
by design a nd data protection by default .   
6. Subcontracting    
  
The Processor may commission another Processor (hereinafter, “the Secondary Processor” ) to do specific 
processing tasks. In such case, it shall inform the Data Controller in advance and in writing of any change 
planned concerning the addition or replacement of other Processors. This information must clearly indicate the 
subcontracted processing tasks, the identity and contact details of the Processor and the subcontracting dates. 
The Data Controller shall have a minimum of 30 days  after receipt of such information to submit any objections. 
Such subcontracting may not be done unless the Data Controller files no objection before said deadline.   
  
The Secondary Processor is required to respect the obligations under this contract on behalf of and according 
to the instructions issued by the Data Controller. The initia l Processor is required to ensure the Secondary 
Processor offers the same sufficie nt guarantees as concerns the  implementation  of the appropriate technical 
and organisational measures so the processing meets the requirements of European Data Protection 
Regulations. If the Secondary Processor does not fulfil its data protection obligations, the initial Processor will 
be fully liable towards the Data Controller for the performance by the other Processor of its obligations.   
  
7. Data Subjects’ Rights    
  
Upon collecting any data, the Processor must provide data subjects with infor mation on the data processing to 
be performed. The wording and form of this information must be agreed upon with the Data Controller before 
any data collection.    
  
8. Exercise of Data Subjects’ Rights    
  
To the extent possible, the Processor must assist the Data Controller with compliance with its obligation of 
responding to requests from data subjects to enforce their rights: rights of access, rectification, cancellation and 
opposition, the right to limit processing, the right of data portability, the ri ght not to be subject of automatic 
individual decisions (including profiling).    
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9. Notification of Personal Data Breaches   
  
The Processor must notify the Data Controller of any personal data breach within a maximum of  72 hours after 
gaining knowledge  by certified mail . This notification shall be accompanied by any useful documentation 
allowing the Data Controller, if necessary, to notify the competent control authority of such breach.    
  
At the same time, the Processor must notify the competent control authority in the name and on behalf of the 
Data Controller of any personal data breaches as quickly as possible and, if possible, no later than 72 hours 
after gaining knowledge thereof unless the breach in question poses no risk to the ri ghts and liberties of private 
individuals.    
  
At the very least, this notification must include:    
 a  description of the na ture of the persona l da ta  brea ch including, if possible, the ca tegories a nd a pproxima te 
number of da ta  subjects a ffected by the brea ch a nd the ca tegories a nd a pproxima te number of persona l da ta  
records concerned;   
 the na me a nd conta ct deta ils of the da ta  protection officer or a nother conta ct person through which 
a dditiona l informa tion m a y be obta ined;   
 a  description of the likely consequences of the persona l da ta  brea ch;   
 a  description of the mea sures ta ken or those the Da ta  Controller proposes ta king to correct the persona l da ta  
brea ch including, a s necessa ry, a ny mea sures to m itiga te a ny possible nega tive consequences.   
  
If, to the extent where it is not possible to provide a ll of this informa tion a t the sa me time, the informa tion ma y 
be communica ted gra dua lly without improper dela y.   
Upon a greement by the Da ta  C ontroller, the Processor sha ll notify the da ta  subject in the na me a nd on beha lf 
of the Da ta  C ontroller of the persona l da ta  brea ch a s quickly a s possible when the brea ch in question ma y pose 
a  risk to the rights a nd liberties of a  priva te individua l.   
The communica tion to the da ta  subject sha ll describe the na ture of the persona l da ta  brea ch in clea r a nd 
simple terms a nd a t the very lea st include:   
 a  description of the na ture of the persona l da ta  brea ch including, if possible, the ca tegories a nd a pproxima te 
number of da ta  subjects a ffected by the brea ch a nd the ca tegories a nd a pproxima te number of persona l da ta  
records concerned;   
 the na me a nd conta ct deta ils of the da ta  protection officer or a nother conta ct person through which 
a dditiona l informa tion m a y be obta ined;   
 a  description of the likely consequences of the persona l da ta  brea ch;   
 a  description of the mea sures ta ken or those the Da ta  Controller proposes ta king to correct the persona l da ta  
brea ch including, a s necessa ry, a ny mea sures to m itiga te a ny possible nega tive consequences.   
  
10. Processor’s Assistance with the Data Controller’s Obligations   
  
The Processor sha ll a ssist the Da ta  C ontroller with da ta  protection impa ct a na lyses.   
The Processor sha ll a ssist the Da ta  C ontroller with da ta  control a uthority prelimina ry queries.   
  
11. Security Measures    
  
The Processor hereby underta kes to implement the security mea sures described in the document entitled 
“  Technica l a nd Orga nisa tiona l Security M ea sures” .   
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The Processor hereby underta kes to implement the security mea sures provided for by PCI-DSS. 
  
12. Post -Processing  
 
Upon termina tion of the provision of the services concerning the processing of these da ta , the Processor hereby 
underta kes to comply with the instructions listed in the document entitled “  Technica l a nd Orga nisa tiona l 
Security M ea sures”  by:   
destroying a ll persona l da ta  or forwa rding the persona l da ta  to the Processor designa ted by the new Da ta  
Controller.   
Any forwa rding must be a ccompa nied by the destruction of a ll existing copies in the Processor’s informa tion 
systems. Once destroyed, the Processor must prove such destruction in writing.   
  
13. Data Protection Officer   
  
The Processor must notify the Da ta  C ontroller of the name and contact details of its Data Protection Officer , 
if one ha s been designa ted pursua nt to a rticle 37 of the Europea n Da ta  Protection R egula tions.   
 
14. Record of Processing Categories    
  
The Processor hereby decla res tha t it maintains a written record  of a ll ca tegories of processing performed on 
beha lf of the Da ta  Controller including:   
• the na me a nd conta ct deta ils of the Da ta  Controller on beha lf of which it is a cting, a ny Processors a nd, a s  
a pplica ble, the da ta  protection officer;   
• the ca tegories of processing performed on beha lf of the Da ta  C ontroller;   
• a s a pplica ble, a ny persona l da ta  tra nsfers to a  third country or a n interna tiona l orga nisa tion including the 
identifica tion of the third country or interna tiona l orga nisa tion a nd, for tra nsfers provided for in a rticle 49, 
pa ra gra ph 1, second sub-pa ra gra ph of the Europea n Da ta  Protection R egula tions, the documents proving the 
existence of the a ppropria te gua ra ntees;    
• to the extent possible, a  genera l description of the technica l a nd orga nisa tiona l security mea sures including, 
a s necessa ry:   
o the pseudonymisa tion a nd encryption of persona l da ta ;   
o mea sures to gua ra ntee the consta nt confidentia lity, integrity, a va ila bility a nd resilience of the processing 
systems a nd services;   
o mea sures to re-esta blish the a va ila bility of persona l da ta  a nd a ccess to them within the a ppropria te periods 
of time in the event of a  physica l or technica l incident;   
o a  procedure a imed a t regula rly testing, a na lysing a nd eva lua ting the effectiveness of the technica l a nd 
orga nisa tiona l mea sures to ensure processing security.   
  
15. Documentation    
  
The Processor sha ll ma ke the necessary documentation to prove compliance with all of its 
obligations  a va ila ble to the Da ta  Controller to conduct a udits including inspections by the Da ta  C ontroller or 
a nother a uditor a ppointed by the la tter a nd sha ll a ssist with a ny such a udits.   
  
V. Data Controller’s Obligations towards the Processor    
  
The Da ta  C ontroller hereby underta kes to:   
1. provide the Processor with the da ta  indica ted in cla use II;   
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2. document a ll instructions in writing concerning the da ta  processing to be done by the Processor;   
3. ensure complia nce with the obliga tions esta blished in Europea n Da ta  Protection R egula tions by the Processor 
before a nd throughout the dura tion of the processing;   
4. supervise the processing including by conducting a udits a nd inspections of the Processor.   
 

 


